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Schéma du LAB sur Draw.io :
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Configuration des réseaux :

VM 1 - pfSense (Firewall)

# VM 1 pfSense (Firewall) - Settings

Basic Expert

Général BN Général

Identity Features Description Chiffrement de disque
System
VM Name VM 1 pfSense (Firewall)

Affichage 0S BSD

Stockage OS Distribution FreeBSD

OS Version FreeBSD (64-bit)
Audio

Réseau
System

Ports séries Cartemére  Processeur  Accélération

USB Base Memory 5 1024MB  ~ v

4 Mo 4096 Mo

Shared Folders
Boot Device Order (BIOS only) M Disquette &

© Optique
® Disque dur

Interface utilisateur

Annuler




Reseau Adapter 1:

8 vm1 pfSense (Firewall) - Settings

Basic Expert

Q Général Réseau

Adapter 1 Adapter 2 Adapter 3 Adapter 4
System
Activer l'interface réseau

Affichage Attached to Réseau NAT

Name WAN-IRIS 1
Stockage

Adapter Type Intel PRO/1000 MT Desktop (82540EM)

Audio Promiscuous Mode Refuser

Réseatt MAC Address  0800276F22E1

Virtual Cable Connected

Ports séries

USB Ports séries

Port 1 Port 2 Port 3 Port4
Shared Folders

( : | Activer le port série

Interface utilisateur

Annuler

Reseau Adapter 2 :
# VM 1 pfSense (Firewall) - Settings
Basic Expert

D Général Réseau

Bmd
E System

D Affichage Attached to Réseau interne

Adapter 1 Adapter 2 Adapter 3 Adapter 4

Activer l'interface réseau

Name  LAN-IRIST
Stockage

Adapter Type Intel PRO/1000 MT Desktop (82540EM)

Audio Promiscuous Mode Refuser

Réceats MAC Address 080027324518

° Virtual Cable Connected
Ports séries

UsB Ports séries

Port 1 Port 2 Port 3 Port4
I shared Folders

: Activer le port série

E Interface utilisateur

Annuler

VM2 Serveur :



& VM 2 Serveur - Settings

Basic Expert

Général h Général
Identity Features Description Chiffrement de disque
System
VM Name VM 2 Serveur

Affichage 0S Linux

Stackage OS Distribution Debian

0OS Version Debian 13 Trixie (64-bit)
Audio

Réseau
System

Ports séries Carte mére Processeur Accélération

UsB Base Memory

AR RN IR CRERIRIIRRCIRRERT
4 Mo 4096 Mo
Boot Device Order (BIOS only) [& Disquette
© oOptique I
8 Disque dur

Shared Folders
Interface utilisateur

Parameétre invalide détecté Eﬂ Annuler

& VM 2 Serveur - Settings
Basic Expert

Général Réseau

Adapter 1 Adapter 2 Adapter 3 Adapter 4
System
Q Activer l'interface réseau

Affichage Attached to Réseau interne

_ Name  LAN-IRIS
Stockage

Adapter Type Intel PRO/1000 MT Desktop (82540EM)

Audio Promiscuous Mode Refuser

Réseat MAC Address  0800274F9A68

Virtual Cable Connected
Ports séries

UsB Ports séries

Port 1 Port 2 Port 3 Port 4
Shared Folders

C\ Activer le port série
Interface utilisateur

Parameétre invalide détecté m Annuler




VM3 Client WAN :

# VM 3 Client WAN - Settings

Basic

Général Réseau

Adapter 1 Adapter 2 Adapter 3 Adapter 4
System

Activer l'interface réseau
Affichage Attached to Réseau NAT

Name WAN-IRIS 1

g 0 8 [

Stockage
Adapter Type Intel PRO/1000 MT Desktop (82540EM)

Audio Promiscuous Mode Refuser

MAC Address 080027858501

Virtual Cable Connected
Ports séries

use Ports séries

Port 1 Port 2 Port 3 Port4
Shared Folders

| j | Activer le port série

i B> 90

Interface utilisateur

Etape 2 — Installation et configuration de pfSense :

[

Fichier Machine Ecran Entrée Périphériques Aide

VirtualBox Virtual Machine Netgate Device ID: 9e8b462fedbf243a?7662
xxx Welcome to pfSense 2.8.1-RELEASE (amd64) on Firewall s

WAN (wan) -> em® -> v4/DHCP4: 10.10.50.5/24
LAN (lan) > v4: 172.16.50.1/24

0) Logout ~/ Disconnect SSH 9) pfTop

1) ign Interfaces 10) Filter Logs

2) Set interface( IP address 11) Restart GUI

3) set admin account and pass 12) PHP shell + pfSense tools

1) to factory defaults 13) Update from console

5) Reboot ste 14) Enable S re Shell (sshd)
6) Halt syste 15) >store recent configuration
?) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option: [

B3 CTRLDERECHA



Etape 3 — Configuration du serveur Linux (Debian)

Configuration réseau
Editer le fichier réseau

J’ai modifié les informations en utilisant la commande : sudo nano /etc/network/interfaces

vid

Jan19 8:24PM

adm1@svrl: ~ Q = x

GNU nano 8.4 /etc/network/inter-faces *
auto enp0s3
iface enp0s3 inet static
address 172.16.50.10
netmask 255.255.255.0
gateway 172.16.50.1
dns-nameservers 8.8.8.8

¢ Help K¢ Write Out g§ Where Is @§ Cut @l Execute B® Location
B Exit fli Read File g\ Replace Al Paste @ Justify W Go To Line
80T & WE TS @8 CTRLDERECHA

On utilise la commande : cat /etc/network/interfaces pour vérifier si les informations ont changé.

admi1@svrl: ~ Q = x
link/ether 08:00:27:41:9a:68 brd ff:ff:ff:ff:ff:ff
altname enx0800274f9a68
inet 172.16.50.53/24 brd 172.16.50.255 scope global dynamic noprefixroute en
pos3

valid 1ft 5372sec preferred 1ft 5372sec
inet6 fe80::a00:27ff:fe4f:9a68/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
root@svrl:~# cat /etc/network/interfaces
# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback
root@svrl:~# cat /etc/network/inter-faces
auto enpOs3
iface enp0s3 inet static
address 172.16.50.10
netmask 255.255.255.0
gateway 172.16.50.1
dns-nameservers 8.8.8.8
root@svrl:~# !




Installation d’Apache2

Pour réaliser I'installation, j’ai utilisé les commandes suivantes :

©® sudo apt update
©® sudo apt install apache2 -y
@ sudo systemctl status apache2.service

111 packages can be upgraded. Run 'apt list --upgradable' to see them.
root@svrl:~# sudo apt install apache2 -y
apache2 is already the newest version (2.4.66-1~debl3ul).
summary:

Upgrading: ©, Installing: ©, Removing: ©, Not Upgrading: 111
root@svrl:~# sudo systemctl status apache2.service
@ apache2.service - The Apache HTTP Server

adm1@svrl: ~

Loaded: loaded (/usr/lib/systemd/system/apache2.service; enabled; preset: [
— Active: active (running) since Mon 2026-01-19 19:59:18 CET; 8min ago
Invocation: 95fd227342c2485d85971e858ceadd37
Docs: https://httpd.apache.org/docs/2.4/
Process: 987 ExecStart=/usr/sbin/apachectl start (code=exited, status=0/SUCE
Main PID: 1373 (apache2)
Tasks: 55 (limit: 2282)
Memory: 7.4M (peak: 7.6M
CPU: 299ms
CGroup:

/system.slice/apache2.service
/usr/sbi e2 -k

Jan 19 19:59:16 svrl systemd[1]: Starting apache2.service - The Apache HTTP Serg
Jan 19 19:59:18 svrl systemd[1]: Started apache2.service - The Apache HTTP Servg
lines 1-17/17 (END)

Etape 4 — Accés a I'interface Web pfSense
Depuis le serveur Linux : - Navigateur Web — htips://172.16.50.1

< C

O 8 NotSecure htty

172.16.50.1 w ®

Status / Dashboard + @
System Information #0900 Netgate Services And Support (- X~}

Name Firewall. mediaschool.local
Contracttype  Communit
User admin@172.16.50.51 (Local Database) Communit
System VirtualBox Virtual Machine
Netgate Device ID: 9e8b462fedbf243a7662 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES
BIOS Vendor: innotek GmbH
Version: VirtualBox f — fs i Il app! f
Release Date: Fri Dec 12006 Nyou purcl dasle ty&:ju‘r:p ense'ga(seway Lr'ewah app‘lancfe n‘)m
Boot Method: BIOS Netgate and electe ommunity Support at the point of sale or
installed pfSense on your own hardware, you have access to
Version 2.8.1-RELEASE (amd64) various community support resources. This includes the NETGATE

built on Mon Dec 15 17:31:00 UTC 2025
FreeBSD 15.0-CURRENT

system is on the lat

Version information updated at Mon Jan 19 20:43:31
e

TAAnn

RESOURCE LIBRARY.

You also may upgrade to a Netgate Global Technical Assistance
Center (TAC) Support subscription. We're always on! Our team is
staffed 24x7x365 and committed to delivering enterprise-class,
worldwide support at a price point that is more than competitive



https://172.16.50.1/
https://172.16.50.1/
https://172.16.50.1/

Etape 5 — Autorisation du ping (ICMP) sur le WAN

=E=80
Action Px
' h ’ R M \
ot o &
Disabled ) Disabie this rule
Interface | wan
Address Family e
Protocel ICMP
ICMP Subtypes any
ARernate Ho
Datogr
Ec

Source
Scerce [ iwest match Any
Destimation [ invert match VAN ackiress
Extra Options
Leg

Descripticn ALLOW-ICVP-WA?

Advanced Options L




Etape 6 — Redirection de ports (NAT)

Redirection SSH Firewall

QO & Not Secure

Edit Redirect

ry

Disabled

No RDR (NOT)

Interface

Address Family

Protocol

Source

Destination

Destination port range

Redirect target IP

Redirect target port SSH

Port

Specify the port on the machine with the IP address entered above, In case of a port range,

http://172.16.50.1/firewall_nat_edit.php

("] Disable this rule

| Disable redirection for traffic matching this rule

This option is rarely needed. Don't use this without thorough knowledge of the implications.

WAN v

Choose which interface this rule applies to. In most cases "WAN" is specified

1Pv4 v

Select the Interet Protocol version this rule applies to.

TcP v
Choose which protocol this rule should match. In most cases "TCP" is specified
X Dizplay Advanced
7] Invert match WAN address
Type
Other v 2222 Other
From port Custom To port

Specify the port or port range for the destination of the packet for this mapping. The ‘to field

Address or Alias

Type

Enter the internal IP address of the server on which to man the ports. e.a.: 192.168.1.12 for IPv4

Custom

calculated automatically)

This is usually identical to the "From port” above.

Description Port-SSH-NAT-rule

A description may be entered here for administrative reference (not parsed)

No XMLRPC Sync [ZI Do not automatically sync to other CARP members

This prevents the rule on Master from autom:

NAT reflection Use system default b

Filter rule association Rule NAT Port-SSH-NAT-rule Ls

View the filter rule

80% Ty

Address/mask

2222

Custom

nay be left empty if only mapping a single port.

172.16.50.10

Address

cally syncing to other CARP members. This does NOT prevent the ruie from being o

ecify the beginning port of the range (the end port wiil be




Redirection HTTP

Firewall / NAT / Port Forward / Edit (=
Edit Redirect Entry
Disabled |_| Disable this rule
No RDR (NOT) (] Disable redirection for traffic matching this rule
This option is rarely needed. Don't use s without thoro kno
Interface WAN v
Choose which interface this rule applies to. In most N" is specified
Address Family v
1 the Internet Protoco on this rule applies to
Protocol ~
his rule should match. In mos
Source
Destination || Invert match WAN address o / M
Destination port range | Other = BOBO Other v
From Custom To port
of t t for this mapping. The 'to field may be left empty if only mapping a single port.
Address or Alias v

Redirect target IP

ts. e.g. 192.168.1.12 for [Pvd
fe80:*) to loc (
Redirect target port HTTP Y
s ustom
chine with the IP address ¢ n of & port range ng port il b
= *From port” above.
Description Redirection-HTTP
A description may b ered here for administrative reference ed)
NoXMLRPC Sync [ Do not automatically sync to other CARP members
This prevents the rule on Master from automatically sync P members. This does NOT ¢ the rule from bein n

NAT reflection

Filter rule association

flisense

Firewall / Rules / WAN = (-]

Floating WAN LAN
—
u States  Protocol Source Port Destination Port y Queue Schedul D ipti Actions
0O v IPya TCP . * 172.16.50.10 22 (SSH) * none NAT Port-SSH-NAT-rule R AN B
0O v IPy4 TCP * * 172.16.50.10 80(HTTP) * nane NAT Redirection-HTTP R aIN ]
0 v IPvdiCMP  * * WAN address * * nane ALLOW-ICMP-WAN 3200 X

any

B O RS (SR [EF 8

Etape 7 — Test depuis le client WAN



« X G v http://10.10.50.3 = ® & =

fQisense —

SIGN IN

SIGN IN

0.10.50.3

Fin.



